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Biometric Privacy Rights Don’t Stop at the Railyard
Gate

Federal preemption under the Interstate Commerce Commission Termination Act (ICCTA) is among the broadest in American law—but it has
Llimits. In Fleury v. Union Pacific Railroad Co., an Illinois federal court tested those limits and held that even the ICCTA’s sweeping regulatory
authority does not shield railroads from state biometric privacy laws. The decision is a significant win for plaintiffs and state regulators. It
confirms that generally applicable privacy statutes like the Illinois Biometric Information Privacy Act (BIPA) can reach companies operating
in heavily federalized industries. For businesses that collect biometric data and assume federal law will preempt state privacy claims, this
case is a warning.

What Happened: Fingerprint Scans at the Rail Yard

Union Pacific Railroad operates intermodal facilities across the country, including four in ILlinois, where shipping containers move between
trains and trucks. In 2014, the railroad installed an automated gate system that required truck drivers to verify their identities using a
finger-scanning device before entering these facilities.

Two Illinois truck drivers, David Fleury and Alvin Turner, sued on behalf of a proposed class of similarly situated drivers, claiming that
Union Pacific violated BIPA by collecting their fingerprints without proper consent. The railroad’s defense was that federal law, specifically,
the ICCTA, preempted the state privacy claims entirely.

The Legal Battle: Does Federal Rail Law Trump State Privacy Rights?

Union Pacific had a powerful argument on paper. The ICCTA gives the federal Surface Transportation Board “exclusive” jurisdiction over rail
transportation, and courts have described that preemptive reach as “broad and sweeping.” The statute defines “transportation” expansively
to cover railroad property, facilities, and equipment related to moving passengers or property by rail. The railroad argued that BIPA
compliance, as applied to its intermodal operations, would unreasonably interfere with rail transportation and therefore fell within the
ICCTA’s preemptive scope.

But even the ICCTA has its limits. Several circuit courts have recognized that the ICCTA “does not encompass everything touching on
railroads.” To establish as-applied preemption, meaning the federal law blocks the state law in this particular situation, a defendant must
show “significant” and “unreasonable” interference with railroad transportation. Hypothetical or speculative burdens are not enough. State
laws with only a “remote or incidental” impact (that is, indirect or minor effects) on rail transportation survive. The question was on which
side of the line BIPA fell. Notably, another court had already addressed a similar question in Rogers v. BNSF, a case involving the same
fingerprint technology at a competing railroad.

Union Pacific tried to show that BIPA compliance would cause real operational harm. The railroad pointed to a “patchwork” of differing
state biometric laws, arguing that compliance with different regulatory regimes would interfere with rail operations. Union Pacific also
claimed that obtaining driver consent would cause three-to-four-minute delays per driver, and that such delays could cascade into backups
and missed connections. As support, the railroad cited pandemic-era slowdowns when drivers avoided the fingerprint scanner but offered
no data linking those delays to BIPA compliance specifically.

The court was not persuaded. It found the railroad’s claimed impacts “highly speculative” and unsupported by the record. The railroad failed
to offer concrete evidence, like documented compliance costs, to substantiate its interference claims. The “patchwork” argument collapsed
for two reasons: Union Pacific didn’t use biometrics at all its facilities nationwide, and after the lawsuit was filed, it had already adopted a
single, uniform consent process that satisfied multiple states’ laws. The delay argument rested on “conjecture and anecdotal evidence,”
with no actual data to support it. Echoing the parallel ruling in Rogers v. BNSF, the court concluded that “BIPA has nothing to do with
regulating rail transportation.” Any effect on railroad operations was, at most, remote or incidental.
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What This Means Going Forward

While this case involved a railroad, its reasoning extends well beyond the rail industry. Generalized appeals to federal supremacy don’t
carry the day. Railroads, and any company claiming federal preemption, must build an evidentiary record showing real, significant
interference with their operations, because hypothetical burdens aren’t enough.

Other takeaways include:

« Federal preemption has real limits. Even the ICCTA’s “broad and sweeping” reach
doesn’t override state laws that have only a remote or incidental impact on the
regulated activity. Generally applicable privacy laws can still bind companies that
might otherwise claim federal preemption.

« Evidence matters more than arguments. The court found Union Pacific’s claims of
burden and delay to be “highly speculative.” Companies asserting preemption
defenses must present concrete data, not conjecture, showing that compliance would
significantly interfere with their operations.

 Your own actions can undercut your legal position. The railroad’s post-suit adoption
of a uniform consent process, proving compliance was workable, seriously damaged
its argument that compliance was impossible. Your conduct in response to privacy
obligations matters as much as your arguments in court.

« Consistency across cases is building. The court’s reasoning aligned closely with a
related BNSF decision involving the same technology, suggesting that courts are
developing a coherent approach to biometric privacy claims even in heavily regulated

industries with strong preemption statutes.

The Bottom Line

The Fleury decision is a reminder that federal preemption isn’t a magic shield. Even in industries with significant federal oversight, state
privacy laws, particularly biometric privacy statutes, are likely to apply unless a company can prove substantial, documented interference
with its federally regulated activities.

If your organization collects biometric data and operates in a federally regulated space, now is the time to review your compliance posture,
and to ensure your legal strategy is grounded in the kind of concrete evidence courts now demand. Don’t assume that federal law will
shield you. Courts are increasingly skeptical of speculative preemption arguments, and the cost of non-compliance can be significant.
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